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1 INTRODUCTION 
 

1.1 G. Fox & Co Proprietary Limited ("G. Fox"/"we"/"us"/"our") makes use of 

closed-circuit television ("CCTV") surveillance infrastructure on its premises for 

security purposes. The CCTV surveillance infrastructure is installed and operated 

by a recognised service provider and the real-time surveillance/security services 

are provided by pre-vetted and approved security companies and/or security 

personnel under the employ of G. Fox. 

 

1.2 The cameras are positioned so that they record the general areas within our 

premises. Footage of these areas is recorded and stored for a limited amount of 

time and the information recorded can either be passed through our own video 

analytics/storage system and/or shared with databases belonging to or linked to 

those of our security service provider(s). 

 

1.3 It is our commitment to our employees, directors, affiliates, partners, clients, and 

members of the public who enter and make use of our premises to continually 

implement practices and procedures that respect and protect your privacy. 

Therefore, we have compiled this CCTV Camera Policy ("Policy") to ensure our 

commitment to your privacy and compliance with the applicable laws and 

regulations, in particular the Protection of Personal Information Act 4 of 2013 

("POPIA"). 

 

1.4 G. Fox and all our employees, directors, partners, clients, and members of the 

public who enter our premises and get recorded by our CCTV cameras; and any 

natural or juristic person who may, for whatever reason, have access to and/or 

make use of our CCTV camera surveillance network. In the event of a breach of 

this policy, may result in the exposure of confidential information, loss of revenue 

and damage to G. Fox's public reputation. This policy is therefore intended to 

protect the security and integrity of G. Fox's personal information and technology 

infrastructure.  

 

1.5 Breach of this policy is likely to constitute gross misconduct, which may entitle G. 

Fox to take appropriate action and could also lead to the termination of employment 

with G. Fox or any associated entity without notice or payment in lieu of notice, 

subject to compliance with applicable employment laws. 



 

  

 

2 PURPOSE 
 

2.1 We recognise that everyone has the right to privacy which includes protection 

against the unlawful collection, retention, dissemination and use of Personal 

Information. Consequently, this Policy sets out to – 

 

2.1.1 promote ethical standards including, but not limited to, protecting your 

Personal Information, respecting your individual privacy, guarding against 

security threats, and maintaining best practices with regards to CCTV 

surveillance. 

 

2.1.2 explain how we will collect, process, and store your Personal Information 

through our CCTV cameras. 

 

2.1.3 clarify the practices and procedures that will enable us to monitor and audit 

compliance with this Policy and set out the consequences of non-compliance. 

 

2.1.4 provide guidelines on processing Personal Information where doing so would 

protect the legitimate interests of Data Subjects and enhance their safety and 

that of G. Fox and the property it owns and operates; and 

 

2.1.5 minimise the inherent risks of non-compliance including, but not limited to, 

privacy infringement, reputational damage, and regulatory sanctions. 

 

 

3 DEFINITIONS  
 

For the purposes of this Policy, the following definitions apply – 

 

3.1 "Consent" means an informed, unconditional, specific, and voluntary expression of 

will in terms of which permission is given for the processing of Personal Information. 

 

3.2 "Data Subject" means the natural or juristic person to whom Personal information 

relates. 

 



 

  

3.3 "Employee" means any such person as defined in the Labour Relations Act 66 of 

1995, under the employ of G. Fox, and any other such person who may conduct 

work for or on behalf of G. Fox on a once off or ongoing basis. 

 

3.4 "Information Officer" means the person/s designated by ourselves to direct 

compliance with POPIA within our company. 

 

3.5 "Operator" means any person who Processes Personal information for or on behalf 

of ourselves in terms of a contract or mandate concluded between ourselves and 

such person. 

 

3.6 "Processing" means any operation or activity or any set of operations, whether by 

automatic means, concerning personal information, and includes the meaning 

given to it in the POPIA. 

 

3.7 "Responsible Party" means any public or private body or any other person which, 

alone or in conjunction with others, determines the purpose of and means for 

processing personal information. 

 

4 PERSONAL INFORMATION 
 

4.1 We will be primarily responsible for processing Personal Information either as a 

responsible party or operator. In this regard we undertake to comply with the 

obligations of POPIA, depending on the capacity in which we are acting in any given 

circumstance. 

 

4.2 We will mainly process Personal Information in the following respects – 

  



 

  

 

Employees/Directors/Affiliates/Partners/Clients/General Public 

What We Process Why We Process Legal Basis 

Vehicles (including license 

plate numbers); and 

Images and/or video footage 

of individuals. 

Images and/or video footage 

of our premises in general; 

and 

Special Personal Information 

as set out in paragraph 5. 

 

Safety and security 

surveillance, specifically for 

the identification of individuals 

and/or vehicles coming in and 

out of our premises. 

Employee security. 

Crime deterrent; and 

Monitoring our premises to 

secure our property. 

 

Consent; and 

Legitimate interest (i.e., safety 

and security). 

 

4.3 Personal Information collected by our CCTV cameras will not be used for any other 

purposes other than those listed above or as permitted by law. 

 

5 SPECIAL PERSONAL INFORMATION 
 

5.1 We understand that through our CCTV cameras, we may be able to establish 

certain facts relating to an individual’s race or ethnic origin, for example. Such 

information may be used for various purposes including, but not limited to, building 

a profile of a person suspected of having committed a criminal offence. In that 

regard, we will only process Special Personal Information if we have – 

 

5.1.1 Their consent. 

5.1.2 a lawful basis. 

5.1.3 public interest grounds; or 

5.1.4 publicly available information. 

 

6 SECURITY SAFEGUARDS 
 

6.1 We store Personal Information as required by POPIA. Specifically, all Personal 

Information will be stored on locked filing cabinets, secure servers leased or owned 

by ourselves and/or hosted by a third party. Each third-party hosting company is 



 

  

required to enter the appropriate 'operator's agreement' with us and will be subject 

to our comprehensive terms and conditions and will expressly agree to be bound 

by POPIA and its provisions to safeguard against unauthorised access, loss, 

destruction, and/or damage by, or dissemination to, unauthorised third parties. 

 

6.2 Data collected from our CCTV cameras will not be stored on private servers and 

our security service providers will not be entitled to download and store Personal 

Information without having submitted a specific written request to us. Such a 

request will be required to set out the reason and purpose of the download and 

duration for which the data will be stored, along with strict security undertakings, 

which request we will refuse should it not satisfy our commitment to POPIA 

compliance. 

 

6.3 We adopt a "need to know" approach to access to our CCTV surveillance footage. 

Individuals who have such access include, from time to time – 

 

6.3.1 our relevant security personnel/service providers. 

6.3.2 our Information Officer. 

6.3.3 support staff required to support, service or maintain the surveillance network; 

and 

6.3.4 any other employee or service provider appointed by us who may, from time 

to time, require access to the surveillance system in fulfilment of the purposes 

of this Policy or any mandate related to their core functions. 

 

7 HOW LONG WILL WE KEEP YOUR PERSONAL INFORMATION FOR? 
 

7.1 All Personal Information is stored for a period of at least 90 days, being the time, 

the Personal Information is required to be maintained to achieve the purpose for 

which it was collected. After the expiry of such period, the Personal Information will 

be permanently deleted and/or destroyed in accordance with POPIA stipulated 

guidelines. 

 

7.2 We will not retain your Personal Information longer than the period for which it was 

originally needed, unless we are required by law to do so, or consent is obtained in 

to retain such information for a longer period. 

 



 

  

8 OPERATORS AND JOINT RESPONSIBLE PARTIES 
 

8.1 When third parties are used to process Personal information on behalf of ourselves 

or vice versa, we will enter into agreements with them that will provide for the 

protection of your Personal Information in line with the law. 

 

8.2 The information recorded by our CCTV surveillance network may also be accessed, 

through our systems and with our express prior consent, by vetted third party 

companies to achieve our stated purpose i.e., detect, deter, and prevent crime and 

further enhance the safety of those who live, work trade, and visit the areas covered 

by the CCTV surveillance network. 

 

8.3 In both the above situations, we commit to complying with its obligations in terms 

of POPIA. 

 

9 SHARING OF INFORMATION 
 

We may share or transfer Personal Information as follows or as otherwise described in 

this Policy – 

 

9.1 with affiliates and/or partners who only have access to such information as is 

necessary to perform their functions or give effect to an agreement or legal 

obligation and not any other purpose. 

 

9.2 any operators will act on our instructions and be contractually bound to take all 

reasonable steps to protect Personal Information. 

 

9.3 in response to a request for information if we believe disclosure is in accordance 

with any applicable law, regulation, or legal Process, or as otherwise required by 

any applicable law, rule, or regulation; and 

 

9.4 in connection with, or during negotiations of, any merger, sale of our assets, 

financing, or acquisition of all or a portion of our business to another company (we 

will request a purchaser to treat our data under the privacy/confidentiality statement 

in place at the time of its collection). 

 



 

  

10 DATA SUBJECTS RIGHTS 
 

10.1 Data Subjects have several rights under law which, in certain circumstances, they 

may exercise in relation to the Personal Information we Process. These include – 

 

10.1.1 the right to access a copy of the Personal Information that we hold. 

10.1.2 the right to correction of inaccurate Personal Information we hold. 

10.1.3 the right to restrict our use of Personal Information. 

10.1.4 the right to request that Personal Information be deleted; and 

10.1.5 the right to object to our use of Personal Information. 

 

10.2 Where we rely on consent as the legal basis on which we Process your Personal 

Information, you may also withdraw that consent at any time. 

 

11 WHO TO CONTACT IN CASE OF CONCERNS 
 

11.1 We have designated an Information Officer who, in conjunction with our relevant 

facilities/security personnel, shall be responsible for – 

 

11.1.1 the administration of this Policy and ensuring the lawful processing of Personal 

information by ourselves. 

11.1.2 dealing with requests made to us for access to Personal Information held by 

us. 

11.1.3 conducting annual reviews of our CCTV surveillance network and usage. 

11.1.4 liaising with regulators; and 

11.1.5 providing training to our employees. 

 

11.2 Contact details of information officer. 

11.2.1 Name: Sibusiso Khumalo / Alan Muir 

11.2.2 Address: Pencil Park, Croxley Close, Heriotdale, Germiston, 1401  

11.2.3 E-mail address: sibusisok@gfox.co.za / alanm@gfox.co.za  

11.2.4 Telephone number: 011 417 9390  

 

 

mailto:sibusisok@gfox.co.za
mailto:alanm@gfox.co.za


 

  

12 CONSEQUENCES OF NON-COMPLIANCE 
 

12.1 Any contravention(s) of this Policy may result in disciplinary action being instituted 

against an employee, which action may include dismissal or termination of 

employment and any other legal action that may be available to us. 

 

12.2 We also reserve the right to exercise any appropriate form of legal action against 

any party which may cause us harm and/or damages by way of non-compliance 

with this Policy. Parties also risk statutory penalties. 

 

13 ACCOUNTABILITY 
 

13.1 The authorisation for the collection, location, and access to the CCTV surveillance 

footage we record lies with us. As such, the Personal Information may be accessed 

through our systems and only with our express prior written consent. Moreover, 

such access will only be granted to pre-vetted, third party companies such as a 

security services provider in line with the purpose of maintaining security on our 

premises. 

 

13.2 Any unlawful disclosure of Personal Information, or data breach, will be reported to 

the Information Regulator, together with all details relating to the breach as required 

by POPIA. 

 

14 OPENNESS 
 

14.1 The CCTV surveillance network will be installed in such a manner that all 

surveillance cameras are and will be clearly visible and identifiable to Data 

Subjects. Our CCTV cameras will not be placed in locations where they will be able 

to record activity in any area considered to be private, for example bathrooms. All 

captions inserted onto the collected Data, such as camera location, time, and date, 

are securely maintained and stored and are incapable of being tampered with. 

 

14.2 Notices will be affixed in prominent areas around our premises to inform Data 

Subjects as to our use of CCTV cameras. 

 

15 POLICY REVISION 
 



 

  

This Policy is subject to review and amendment without prior notice. However, we 

undertake to ensure that any amendments hereto are communicated clearly and 

effectively, for the benefit of our employees and any other persons who may be affected 

by this Policy. 

 

16 VERSION CONTROL 
 

Last updated April 2021. 


